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Nigeria’s uptake of digital health through electronic records, telemedicine and connected devices has 

expanded the cyber-attack surface of health facilities. Cybersecurity failures are not only data-governance 

problems; they can interrupt prescribing, diagnostics, referral pathways and emergency workflows, with 

downstream implications for patient safety and trust. Evidence from hospital incidents shows that 

ransomware and recovery efforts can disrupt services and degrade the timeliness of care when staff are 

unprepared, underscoring the need to treat cyber resilience as a clinical quality domain. 

This letter argues that the most scalable risk reduction in low-resource settings is workforce capability: 

many healthcare breaches exploit human and workflow weaknesses rather than novel technical exploits. 

We outline a minimum, role-based cybersecurity education package for medical students and practicing 

clinicians covering: (1) governance, policies and third-party risk management; (2) core technical controls 

clinicians encounter daily (access control, encryption, patching, segmentation and logging); (3) training 

and awareness focused on phishing, social engineering and safe downtime workarounds; (4) incident 

response and recovery integrated into clinical continuity planning; and (5) compliance and ethics aligned 

to Nigeria’s data protection requirements. 

Embedding these competencies in curricula, accreditation and continuing professional development, 

reinforced through drills and monitoring, can protect sensitive information and keep essential services 

running during disruption. 
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To the Editor, 

Digital health is becoming routine across Nigeria, from the Nigeria Digital in Health Initiative (NDHI) and 

expanding electronic medical records to telemedicine and mobile health applications [1]. The World Health 

Organization (WHO) has emphasised that digital health should be implemented in ways that are ethical, 

safe, secure, and privacy-preserving [2]. However, with increasing cyberattacks on digital platforms used 

by health facilities, cybersecurity is not a peripheral technical concern; it is a patient-safety requirement 

and a prerequisite for trustworthy, sustainable care delivery. 

Healthcare is a particularly attractive target for attackers because clinical data are highly sensitive and 

difficult to remediate once exposed, while service disruption can immediately affect diagnosis, prescribing, 

referrals, and emergency workflows [3-6]. Evidence shows that cyber incidents can translate into 

measurable operational and clinical harm. A multicentre study of US emergency departments found that 

ransomware events were associated with disruptions at neighbouring facilities [7]. A separate hospital case 

study documented how a ransomware attack disrupted surgical training and hospital operations [8]. 

Importantly, post-breach remediation efforts have also been associated with deterioration in timeliness of 

care and acute myocardial infarction outcomes, highlighting that poorly integrated security responses can 

unintentionally degrade care if staff are not prepared [9]. 

Systematic reviews describe a broad threat landscape in healthcare, including ransomware, phishing, 

malware, and vulnerabilities arising from complex sociotechnical systems [3–6]. Phishing and social 

engineering remain frequent initial access vectors [10,11]; malware and delayed patching enable 

persistence in environments dominated by legacy devices and uptime-sensitive systems [3,6]; insider 

threats (malicious or inadvertent) expose records and weaken accountability [3,6]; and supply chain attacks 

exploit third‑party vendors, shared platforms, and outsourced services [12]. The rapid growth of Internet 

of Medical Things (IoMT) devices adds further risk when procurement, configuration, and maintenance do 

not embed security requirements [13]. 

Education is central because many attacks succeed through human and workflow weaknesses rather than 

technical failure alone. Reviews of human factors in healthcare cybersecurity consistently point to gaps in 

awareness, security culture, and role clarity as recurrent contributors to incidents [6,14]. Yet cybersecurity 

competencies are still inconsistently embedded across health professional training, and workplace learning 

frequently prioritises “how to use” digital tools over “how to use them safely” [15]. This gap is especially 

consequential in low-resource settings where shared workstations, intermittent connectivity, limited 

backups, and constrained IT staffing can amplify the impact of otherwise preventable errors. 

To close this gap, cybersecurity education needs to be framed as a clinical competency, delivered across 

the training pipeline (undergraduate, internship/residency, and continuing professional development) and 

tailored to clinical roles. A minimum, role-based package for medical students and healthcare practitioners 

is outlined below. 

1. Strategies and policies (governance and risk management) 

Training institutions and health facilities should teach practical governance: data stewardship, risk 

assessment, asset inventory, safe configuration, and vendor/third‑party risk management. Organisational 

approaches emphasise that technical controls are most effective when coupled with clear policy, leadership 

accountability, and an enabling safety culture [6,16]. Nigeria‑specific modules can map clinical processes 

(registration, prescribing, laboratory, imaging, referral, billing) to risks and controls, and align local policies 

to recognised frameworks such as the National Institute of Standards and Technology (NIST) Cybersecurity 

Framework (CSF) [17] and security-by-design approaches used in cyber range training and simulation [18]. 

2. Technology controls (basic protections for systems and data) 

Curricula should expand and explain the controls clinicians encounter daily: multifactor authentication, 

role-based access, encryption for data at rest and in transit, secure mobile-device use, patching, network 
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segmentation, endpoint protection, and logging. Teaching should link controls to bedside consequences 

(e.g., how credential sharing undermines audit trails; how delayed patching increases exposure of imaging 

and laboratory systems). The NIST catalogue of security and privacy controls provides a practical reference 

for building locally appropriate baselines, including specific families for access control, audit, 

configuration management, contingency planning, and incident response [19]. 

3. Training and awareness (human factors) 

Regular, role-specific training should cover phishing recognition, safe handling of links and attachments, 

password hygiene, social engineering prevention, and secure workarounds during downtime. Evidence-

based approaches in healthcare include recurring simulations with feedback and targeted reinforcement for 

higher-risk job roles [10,11]. Behavioural research among healthcare professionals shows that perceived 

severity and response efficacy meaningfully influence security intentions, supporting the use of training 

that makes clinical consequences explicit and demonstrates practical coping actions [20]. 

4. Incident response and recovery (clinical continuity) 

Every facility should teach a simple incident response playbook, i.e., how to recognise warning signs, report 

quickly, isolate affected devices, preserve evidence, and maintain essential services using planned 

downtime procedures. Table‑top exercises and drills can be integrated into quality-improvement activities 

and clinical simulation, ensuring staff can safely transition to analogue workflows when systems are 

unavailable [21]. Lessons from ransomware recovery in imaging operations emphasise the need for phased 

recovery planning, incident communication structures, and ongoing readiness exercises [22]. 

5. Compliance and ethics (legal and professional duties) 

Cybersecurity education should reinforce confidentiality, informed consent for data sharing, and the ethical 

handling of sensitive records. Compliance modules should cover Nigeria’s data protection requirements 

and workforce training expectations, alongside practical documentation and reporting duties, consistent 

with global calls for secure, privacy-preserving digital health [2,23,24]. Linking legal obligations to 

professional ethics helps shift cybersecurity from “administrative burden” to “standard of care,” especially 

where digital health is expanding into community and primary-care settings. 

Implementation in Nigeria can be pragmatic and scalable. For students, core concepts can be introduced 

early (privacy, safe authentication, reporting culture), reinforced during clinical rotations (secure 

prescribing, imaging, laboratory workflows), and assessed through case-based discussions and simulation. 

For practising clinicians, short modular updates can be integrated into departmental meetings and 

continuing professional development, focusing on locally relevant risks such as shared accounts, personal 

devices, and third‑party service access. Facilities should also invest in two-way learning: incident reporting 

should feed back into targeted training, and training outcomes (e.g., phishing simulation results, incident 

reporting rates, password hygiene compliance) should be monitored and used for improvement. 

Nigeria’s digital health ambitions will be difficult to sustain if cybersecurity remains siloed within IT 

departments. Embedding cybersecurity education across health training and practice alongside governance, 

resilient technology, and realistic incident response supports patient safety, protects public trust, and 

strengthens the continuity of care during disruptions. 
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